How to set up the
environment
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Step 1 - Create
Resource Group
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Step 1 - Create Resource Group

Create a new Resource group resource.

Here you can choose the name for your
Resource Group and your region.

Microsoft Azure
Home > MNew >

Resource group ~#

Microsoft

Resource group < addto ravorites

Microsoft
* % & K dr 4.6 (13 ratings)

=

Create a resource group

Basics Tags Review + create

Resource group - A container that holds related resources for an Azure solution. The resource group can include all the
resources for the solution, or only those resocurces that you want to manage as a group. You decide how you want to
allocate resources to resource groups based on what makes the most sense for your organization. Learn more 3

Project details

Subscription * (@ | ~ |

L

Resource group * (@ | YourResourceGrouphame \/|

Resource details

Region * @ | (Europe) West Eurape s |
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Step 2 - Create App
Service Plan (OS:
Windows) + App Service
Web for Back Office
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Step 2 - Create App Service

Service Web for Back Office

Create a new Web App resource.

Here you can create the Web App for the
Back Office, using the created Resource
Group.

You will need to choose the website URL
name, your own region and with the proper

configurations shown in the image on the
right.

Moreover, here you will need to create a
new Windows App Plan, for your region
(also shown in the image on the right).

Windows Server 2016 Datacenter

Quickstarts + tutorials

eeeeeeeee

Plan (OS: Windows) + App

Home > New
Create Web App
platform to perform infrastructure maintenance, Learn more &
Project Details
Select a subscription to manage deployed resources and costs, Use resource groups like folders to organize and manage
all your resources.
Subscription * (@ |Your Azure subscription v ‘
Re Group |Y rrrrrrrrrrr group ~ ‘
Cre,
Instance Detail
Name * | yourbackofficewebsitename v
bsites.net
Publish * @ Code O Docker Container
Runtime stack * | .NET Core 3.1 (LTS) ~ ‘
Operating System * O Linux @ Window:
Region * | ‘West Europe A% ‘
@ Not finding your App Service Plan? Try a different region.
App Service Plan
App Service plan pricing tier determines the location, features, cost and compute resources associated with your app.
Learn mare &3
W Plan (West Europe) | v
Sku and
Review it
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Step 2 - Create App Service Plan (OS: Windows) + App
Service Web for Back Office

Spec Picker

----------------------------

After you create your Windows App service plan,

. . X ] z
you will need to choose the “Sku and size". We B e
recommend the "Production — S1" plan.

After clicking “Review + Create”, go to the
"Monitor tab"” and choose to use Application
Insights. Create a new one.

200 total ACU
3.5 GB memory
A-Series compute equivalent

7387 EUR/Month (Estimated)

= Microsoft Azure £ Search resources, services, an:

Home > New >

Create Web App

Basics | Monitoring || Tags Review + create

Application Insights is a code-less attach to provide detailed observability in to your application. Learn more [3

Application Insights
Enable Application Insights * O N @ Yes

Application Insights * [ ~ |

I Create new I
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Step 3 — Create App
Service Web for Front
Office using the created

App plan
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Step 3 - Create App Service Web for Front Office using the

created App plan

Here you can create the Web App for the Front Office,
using the created Resource Group and the App Service
plan created in the previous step. You can also choose the
name for your Front Office website, as well as the desired

region.

All the other configurations can be seen in the image on

the right.

= Microsoft Azure £

Home >

New

‘f‘ Web zpp

Azure Marketplace  Seeall Popular

Windows Server 2016 Datacenter
Quickstarts + tutorials

Get started

Recently created

Analytics

Al + Machine Learning Ubuntu Server 18.04 LTS
@ Learn mare

Blockchain Web App
Compute Quickstarts + tutorials

= Microsoft Azure P Search resources, services

Home > New >

Create Web App

platform to perform infrastructure maintenance. Learn more &

Project Details

Select a subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage
all your resources.

Subseription * (O | Your Azure Subscription v |
Resource Group * (0 | Your Resource Group £ |
Create new

Instance Details

Mame * | yourfrantofficewebsitename v

.azurewebsites.net

publish * @ Code O Docker Container

Runtime stack * | .NET Core 3.1 {LTS) 4 |
Operating System * O Linux @ Windows

Region * | West Europe v |

@ Not finding your App Service Plan? Try 2 different region.

App Service Plan

App Service plan pricing tier determines the location, features, cost and compute resources associated with your app.
Leam mare @

Windows Plan (West Europe) * (@ |YourApp Service plan created in the previous step v
Create new
Sku and size * Standard 51

100 total ACU, 1.75 GB memary
Change size

< Previous Next : Monitoring =
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Step 3 - Create App Service Web for Front Office using the
created App plan

In the same way you created an Application Insights for
the Back Office, create one for the Front Office.

Microsoft Azure A Search resources, services, an,

Home > New >

Create Web App

Basics Tags Review + create

Application Insights is a code-less attach to provide detailed observahility in to your application. Learn more 4

Application Insights
Enable Application Insights * (O nNg (@ ves

Application Insights * | e

I Create new I
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Step 4 - Create SQL
Server + Database
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Step 4 - Create SQL Server + Database

Create a new SQL Database resource. Home > New >
Create SQL Database

Microsoft

Here’ you can Choose the name and region for your SQL Basics  Networking Additional settings Tags  Review + create
Database. You will also need to create the SQL Server T e STt e e o en e e - crese o
associated to the Database (shown in image on the right).

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and
manage all your resources.

We recommend that you use the “Standard SO” Plan. :db v:

= Microsoft Azure

Database details

Home >

NeW Enter required settings for this database, including picking a logical server and configuring the compute and storage
resources
Database name * | Enter database name |

|/9 Fearch the Marketplace

Server * (@ hd |
I Create new I

Want to use 5QL elastic pool? * © O es @ No

Azure Marketplace  Seeall Popular

| Get started Windows Server 2016 Datacenter

Quickstarts + tutorials

Recently created

Al + Machine Learning Ubuntu Server 18.04 LTS
Learn mare
Analytics

Compute + storage * (O Standard 50
10 DTUs, 250 GB storage
Configure database

Blockchain Web App

Compute Quickstarts + tutorials

Containers

SQL Datahase
Databases a Quickstarts + tutorials
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Step 4 - Create SQL Server + Database

Choose “Standard SO” Plan.

p —_— e -

Home » Mew > Create SOL Database >

Configure

P Feedback

General Purpose

Scalable compute and storage options

( Looking for basic, standard, premium?

500 - 20,000 10PS
2-10 ms latency

Home » New > Create SQL Database >

Configure

 Feedback
Basic Standard

For less demanding workloads For workloads with typical performance reguirements

DTUs What is a DTU? &£

o,

10 20 50 100 200

Data max size

100 MB
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Step 4 - Create SQL Server + Database

After creating both SQL Server and Database, go to your
SQL Server page.

Make sure your “Firewalls and virtual networks” are
configured like in the image below. Later, after PowerBl|
Portal installation, you will be able to restrict this settings,
if needed.

e e e

Home > your SQL server name

0 Your SQL Server Name
SQL server

|2 search (ctrl+) | «

B Overview

Activity log

9}1 Access control (JAM)
€ Tags

2 Diagnose and solve problems
Settings

& Quick start

@ Failover groups

& Manage Backups

;ﬂ Active Directory admin
SOL databases

@ sal elastic paols

W Deleted databases
24 Import/Export history
& DTU quota

Il Properties

B Locks

Security

| @ Firewalls and virtual networks

<l Private endpoint connections

| Firewalls and virtual networks

EE:—& A Discard  + Add client 1P

e Click here to create a new private endpoint.
Create Private Endpoint

Minimum TLS Version (@

(=10 14 212 )
L )

Connection Policy @

l Proxy  Redirect :‘

Allow Azure services and resource; to access this server (0

V)

Client IP address 5.249.84.103
Rule name Start IP End IP
All 0.0.0.0 255.255.255.255

Virtual networks
+ Add existing virtual network + Create new virtual network

Rule name Virtual network

No vnet rules for this server.

Subnet
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Step 5 - Create Azure
Storage Account
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Step 5 - Create Azure Storage Account

Home > New > Storage account >

Create a new Storage account resource. Create storage account

Basics  Netwaorking Data protection Advanced Tags  Review + create

Azure Storage is a Microsoft-managed service providing cloud storage that is highly availzble, secure, durable, scalable, and

Use the same Azure subscription you used before, as well

. redundant. Azure Storage includes Azure Blobs (objects), Azure Data Lake Storage Gen2, Azure Files, Azure Queues, and Azure
as the Resource Group. You can find the rest of the
configurations needed in the image below.

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all
YOur resources,

Subscription * |Your Azure subscription ~ ‘

L

Resource group * | Your created Resource Group ~ ‘

Create new

Instance details

The default deployment model is Resource Manager, which supports the latest Azure features. You may choase to deploy
using the classic deployment model instead. Choeose classic deployment madel

- Storage account name * (@D ourstorageaccountname
Microsoft Azure s [ g |
Home > MNew > Location * | (Europe) West Europe v ‘
Storage account ~» performance © ® stangars O Premium
Microsaft
Account kind @ | StorageV2 (general purpose v2) ~ ‘
Replication @ | Read-zaccess geo-redundant storage (RA-GRS) v ‘

Storage account < addic ravorites

Microsoft
% % % J 7T 4.2 (1735 ratings)

< Previous Next : Networking >
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Step 6 — Create Azure

AD App Registration for
both Back Office and
Front Office websites
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Step 6 - Create Azure AD App Registration for both Back
Office and Front Office websites

Go to Azure Activate Directory and select “App
Registrations”.

Choose your App Registration name and select “Azure AD

directory — Multitenant”.

Microsoft Azure

Home > DEVSCOPE365
| [ ] H
g27  Your Domain

Azure Active Directory

0 overview
¥ Getting started

& Preview hub

K Diagnose and solve problems

Manage

& Users

& Groups

&, Roles and administrators

& Administrative units
B Enterprise applications

O Devices

I &8 App registrations

& Identity Governance

| App registrations

1= New registration

l

o Try out the new A

© Starting June 30t
upgraded to Micr

All applications

P start typing a nan}

Display name

(") Accounts in this organizational directory only (DEVSCOPE38S only - Single tenant)
m Junts in any organizational directory (Any Azure AD directory - Multitenant)

Home > DEVSCOPE365 »

Register an application

Register an app you're working on here, Integrate gallery apps and other apps from outsi

*Name

The user-facing display name for this application (this can be changed later),

Your App Registration Name

Supported account types

Whe can use this application or access this API?

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and g8

O Personal Micrasoft accounts only

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the u
changed later, but a value is required for most authentication scenarios.

‘ Web v | ‘ e.0. https://example.com/auth

By proceeding, you agree to the Microsoft Platform Policies !
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Step 6 - Create Azure AD App Registration for both Back

Office and Front Office websites

Home > Your Domain > Your Azure AD Application Name

After registering the Azure AD App, you will need to define ) Your Azure 4D | Authentication 2
. . . . . Application Name
your redirect URLs in it, to successfully login into your i
. . L Search (Ctrl+/) | 4 Save >< Discard 7 Got feedback?
PowerBI Portal Back Office and Front Office.

B Querview

Platform configurations

& Quickstart

B} _ Depending on the platform or device this application is targeting
#  Integration assistant redirect URIs, specific authentication settings, or fields specific to th
Manage T Add a platform
B Branding
9 Authentication ~ Web

Certificates & secrets Redirect URIs

I Token configuration The URIs we will accept as destinations when retumning authd

reply URLs. Learn more about Redirect URIs and their restrict
-2 API permissions

@ Expose an API A\ This app has implicit grant settings enabled. If you are usi
A8 App roles | Praview

¥ qwners | https://your-backoffice-website-url/

& Roles and administrators | Preview https://your-backoffice-website-url/signin-microsoft

I Manifest https://your-backoffice-website-url/signin-oidc

https:/fyour-frontoffice-website-urlf
Support + Troubleshooting

https:/{your-frontoffice-website-url/signin-microsoft
P Troubleshooting

- Add UR|
4 New support reguest
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Step 6 - Create Azure AD App Registration for both Back
Office and Front Office websites

Also, select both tokens allowed for authentication (see in
image below).

Moreover, set APl permissions like shown in the image
below:

work correctly.

e.g. httpsi//example.com/logout \/

3) Authentication

Certificates 8 secrets Implicit grant and hybrid flows

Request a token directly from the authorization endpoint. If the application has a single-page architecture (SPA) and
doesn't use the authorization code flow, or if it invokes a web API via JavaScript, select both access tokens and 1D tokens.
For ASP.NET Core web apps and other web apps that use hybrid authentication, select only |D tokens. Learn more.

Il Token canfiguration

=~ APl permissions

Select the tokens you would like to be issued by the authorization endpoint:

& Expose an AP

Access tokens {used for implicit flows)

& App roles | Preview

1D tokens (used for implicit and hybrid flows)

API / Permissions name Type Description

Il Token configuration

- ~ Microsaft Graph (1)
- AP| permissions S

@ Expose an API User.Read Delegated  Sign in and read user profile
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Step 7/ - Create Azure
AD App Registration to
access Power Bl
resources
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Step 7/ - Create Azure AD App Registration to access
Power Bl resources

. . . 2 Search (Ctrl+/) « -<_ Save X Discard 7 Got feedback?
Create another App Registration. Repeat the previous LEO | |
verview T~ Add a platform

step, chose a different name for your second App & Quicketat
Registration and, for the authentication, type the redirect 7 negrten ssant ~ Web
URLs shown in the image on the right. e N

= Branding The URIs we will accept as destinations when returning authenticati
reply URLs. Learn more about Redirect URIs and their restrictions

3) Authentication

API permiSSionS: Certificates & secrets A This app has implicit grant settings enabled. If you are using any

{I! Token configuration

" - - T ?
5P| permissions | https://your-back-office-url/Reports/Add?

AP / Permissions name Type Description @ Expose an AP Add URI
~ Microsaft Graph (3) &2 App roles | Preview
openid Delagated  Sign users in ¥ Owners Front-channel logout URL
. 5 . . This is where we send a request to have the application clear the user’s s
profile Delegated  View users’ basic profile 4 Roles and administrators | Preview q PP
wark correctly.
User.Read Delegated  Sign in and read user profile Ml Manifest

e.g. https://example.com/logout

~Power Bl Service (6) .
Support + Troubleshooting

Dashboard.Read.All Delegated  View all dashboards p |mp|idt grant and hybrid flows
Troubleshooting ) . . .
Dataset Read.all Delegated  View all datasats Requelst a token d|rec_tl3.r from the authorlz_at_lo_n endpoint. If the _apph
& New support request doesn't use the authorization code flow, or if it invokes a web_API via _Jay
Group.Read.All Delegated  View all groups For ASP.NET Care web apps and other web apps that use hybrid authenti
Metadata.View_Any Delegated  View content properties teattinaetad iy biislilvmbonbasispuaabasbivasag thorization endpoi
Report.Read.All Delegated  View all reports Access tokens (used for implicit flows)

Workspace Read.All 1D tokens (used for implicit and hybrid flows)

Delegated

View all workspaces
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